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Tong quan SovarDLP

Noi dung

» Giai thiéu

» Tinh nang chinh

» Cach thirc hoat dong

Gioi thiéu

That thoat dir liéu xay ra khi dir liéu quan trong ciia doanh nghiép, to chirc bi danh cap qua
cac kénh khong duoc quan ly, phan quyén chit ché nhu cac ung dung, thiét bi ngoai vi
(USB, 6 cung di dong, CD/DVD, Bluetooth,...), hoic qua cac giao thic mang.

SovarDLP 4 mot giai phéap toan dién chdng lai that thoat di liéu, bao vé dir liéu quan
trong trong mang noi bo, tai may tinh cua nguoi dung cudi. SovarDLP gitp cho ban quan
ly va bao vé dit liéu quan trong, thiét Iap chinh sach cho tirng phong ban, biét duoc dit liéu
duoc truy cap va truyén di nhu thé nao cho an toan, nim bt duoc hanh vi sir dung cua
ngudi ding cubi. Sir dung SovarDLP dé xay dung va thuc thi cac chinh sach bao vé hiéu

qua dong thoi giam dugc nhing rai ro cho di liéu.

Tinh nang chinh

SovarDLP bao vé toan dién cho cac kénh c6 nguy co that thoat dit liéu, bao gdm thiét bi
Iuu trit, cloud, &ng dung, email, ng dung tin nhan, web, in an, chup man hinh, céc ng
dung truyén file, file-sharing.

Tinh niing kiém soat thiét bi luu trir

e Kiém soét thiét bi, tinh ning nay kiém soét c4c thiét bi ngoai vi (thiét bi luu trit, thiét

bi truyén file) c6 thé cam vao Window.
e Kiém soét di liéu duoc phép copy ti thiét bi ngoai vi, luu lai lich st khi copy dit liéu

e Bao vé cac thiét bi nhu USB, thiét bi Bluetooth, 6 cting di dong, CD/DVD,,....
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Tinh ning kiém soat wng dung

e Kiém soét tng dung, kiém soét cac tng dung duoc phép khai dong Ién trong hé thong
Window. Chan, cho phép tng dung dugc khai dong theo phong ban, don vi.

e Cac loai ting dung duoc kiém soat bao gom ung dung truyén file, cloud, trinh duyét
web, email, chyp man hinh, tin nhan, ...

e Kiém soét file truyén qua @ng dung

Tinh niing kiém soat websites

e Kiém soat url duoc cho phép, chan truy cap theo chinh sach.
Tinh niing kiém soat chup man hinh

e Kiém soat duoc phép, chan chup man hinh bang phim PrtSrc theo chinh sach
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Céch thwc hoat dong

| e
o | 9=
Alh—__. -
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SovarDLP bao gdom hai thanh phan: May chu (Web Administration) va Endpoint Agent.

Web Administration cé vai trd quan ly tap trung cac Agent tai may nguoi ding cudi, thiét
lap chinh sach, giam sat hoat dong cua Agent, thong béo, tao bao céo thong ké cho ngudi

quan tri vé tinh trang that thoat dit liéu, hanh vi cia nguoi dung cudi trong to chuc.

Agent c6 nhiém vu thuc thi cac chinh sdch ma trén Web administration thiét 1ap, giam sat

hanh vi cua nguoi dung.
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Chéng ro ri dir liéu

Noi dung

Giai thiéu

Giao dién tong quan

Tinh nang kiém soét thiét bi

Tinh ning kiém soat @ng dung

Tinh nang kiém soét truyén file
Tinh niang kiém soat websites

Tinh nang kiém soat chup man hinh

YVVVYVVYVYVYY

Giéi thiéu
Phan hé Chéng ro ri dir liéu ¢ nhiém vu bao vé dix liéu quan trong cua doanh nghiép, t6
chirc qua cac kénh giao tiép nhu thiét bi ngoai vi, cac tng dung. Kiém soat, giam sat hanh
vi nguoi ding, théng béo, tao bao céo thdng ké vé tinh trang that thoat dir liéu trong doanh

nghiép, to chic.
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Giao dién tong quan

| Q =] a & 2
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Hinh 2.1: Giao dién tong quan

1: Menu phu: bao gom théng bao, théng tin ca nhan cua tai khoan va thay d6i mat khau

2: Menu chinh: chira céc tinh ning chinh cta hé thdng SovarDLP

3: Chon phong ban dé hién thi giao dién tong quan

4: Chon khoang thoi gian dé hién thi giao dién tong quan

5: Céc widget hién thi tinh trang hanh chéng ro ri di liéu trong don vi.

Tinh ning kiém soat thiét bi
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Tinh ning nay s& kiém soat cac thiét bi ngoai vi két ndi (cho phép hoic chan) véi PC cai
dit Agent, kiém soét dit liéu truyén toi céc thiét bi ngoai vi ndy. Céc thiét bi ngoai vi bao
gom, USB, CD/DVD, O ctng di dong (SSD/HDD), thiét bi Bluetooth, USB Tethering.

Trén trang quan tri bao gom hai thanh phan: Chinh sach: noi ma quan trj vién cd thé thiét
lap chinh s&ch cho tirmg phong ban trong don vi; Nhat ky: hién thi lich sir sir dung thiét bi
ctia nguoi dung, lich sir truyén dix liéu t6i thiét bi.

Kiém soat thiét bj

Pé truy cap giao dién thiét lap chinh séach, truy cap theo duong dan menu: Chong ro ri diz

lieu > Chinh sach > Kiém soat thiét bi

@ Chéng ro i diF liéu

ing

| Chinh sach /l “a

Kiém soat thiét bi

©F Thiét I3p chinh séch cho loa &2 Thiét 13p chinh sdch cho (mg i

Loai (¢ng dung Ch ° Tét ca Chan Chopl

Trinh duyét web °

# Tén (rna duna Proce

Hinh 2.2: Truy cap thiét 1ap chinh sach kiém soét thiét bi
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2 Kiém soat thiét bj

4% Thiét p chinh sach cho phong ban
1 -(
5

1 [@ Chon phong ban ISP N

% Thiét i3p chinh sach cho loai thiét b

Loai thiét bi Chan Cho phép

hiét bi di déng (USB °
08 Ngui ding ngoai &
m kiém
# Tén phong ban Tén ngwdi ding Email Kich hoat ngoai 1é Vinh Théi gian ngoai |
® ® ® 4 00:00 - 2021-0
@ ) ®© 4 00 - 2021-04-07
® ® © 4 00:00 0 2

Hinh 2.3: Thiét lap chinh sach kiém soét thiét bi

e 1: Thiét Iap chinh sach chung cho phong ban, kich hoat hoic hay kich hoat tinh ning
cho tung phong ban.

e 2: Thiét lap chinh sach cho loai thiét bi ngoai vi, cho phép hoic chin cac thiét bi thuoc
loai duoc thiét 1ap chinh séch.

e 3: Thiét lap nguoi dung ngoai 18, kich hoat hodc huy kich hoat &p dung tinh ning cho

ting ngudi dung trong khoang thoi gian hodc vinh vién.

Céc thiét bi ngoai vi khi sir dung trong hé théng SovarDLP déu phai dang ky. Trudc khi
muén str dung thiét bi trong hé thdng thi phai dang ky truéc (tham khao dang ky thiét bi).

Thiét Iap chinh sach chung cho phong ban

10 | SovarDLP v4.9.5



Néu phong ban chua c6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén
truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

% Kiem soat thiét bj

% Thiét Ip chinh sédch cho phdng ban

[ Chon phang ban Lancs Digitals @ PRTCTT T OFF

1 2 3

Hinh 2.4: Thiét lap chinh sach cho phong ban

1: Chon phong ban dé thiét chinh sach
2: Chon nut thém chinh sach Il @é thém chinh sach méi cho phong ban. Chon nut
I d¢ x6a chinh sach. Néu phong ban da c6 chinh sach thi s& khéng thém méi duoc.

3: Kich hoat hoac huy kich hoat hiéu luc cua chinh sach vai phong ban nay

Thiét Igp chinh sach cho logi thiét b;
Sau khi di thiét 1ap chinh séach cho phong ban, ban cé thé thiét lap chinh sach cho loai thiét
bi riéng cho phong ban nay.

- Kiém soat thiét bi

28 Thiét I3p chinh sdch cho phong ban

[ Chon phéng ban | Division 1 | v ) Kich hoat m

% Thiét Iap chinh séich cho loai thiét bi

Thiét bi di ding (USB 2 ; 0
) i HDD/SSD °
D D e

Hinh 2.5: Thiét 1ap chinh sach kiém soét loai thiét bi
1: chon phong ban thiét 1ap chinh sach kiém soét loai thiét bi.
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2: cho phép: cho phép thiét bi thudc loai dugc thiét 1ap chinh sach két ndi st dung trong
hé thong duoc cai dat SovarDLP.

3: chin: ngin khong c6 thiét bi thudc loai duoc thiét 1ap chinh sach két ndi vao cac PC

duoc cai dat SovarDLP.
Ngwoi dung ngoai I¢é

Tinh ning nay cho phép thiét 1ap chinh sach ngoai Ié cho mét hodc nhiéu nguoi dung,
ngudi dung s& khong bi thuc thi chinh sach chung cua phong ban. C6 thé thiét lap cho

ngudi ding duoc ngoai & vinh vién hoic trong mot khoang thoi gian nhat dinh.

&5 Nguwrii ding ngoai 1§

Tim kiém..

# Tén phong ban Tén ngwd ding Email Kich hoat ngoai 1& Vinh vién Théi gian ngoai 18

1 Division 1 truongnk4 truongnk4i@lancs.vn

()] ® 2021-04-12 00:00:00 - 2021-04-12 23:59:59

1 7 3

Hinh 2.6: Thiét lap nguoi ding ngoai 1é
1: Kich hoat ngoai 1¢

2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai

1& vinh vién hay khong.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan tri vién phai chon khoang

thoi gian ngoai 1€ cho nguoi dung.
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Nhat ky kiém soat thiét bj

Cac hanh dong két ndi thiét bi téi PC da cai dat SovarDLP cua ngudi ding déu dugc
SovarDLP ghi lai nhat ky. Dé xem nhat ky kiém soét thiét bi, hdy truy cap: Chdng ro ri dit

liu > Nhat ky > Kiém soét thiét bi

| @ Chéng ro ri dir ié‘.l

—

] —— ] [

%8 Thiét 1ap chinh séch ¢

Hinh 2.7: Truy c4p nhat ky kiém soat thiét bi
Nhdt ky kiém soat thiét bj

+2 Nhat ky kiém soat thiét bj

Y Loc nhét ki

[ Chon phéng ban Lancs Digitals v | e 2021-04-05 - 2021-04-12 |

—=

1

Nhit ky kiém soat thiétbi  Nhat ky kiém soét file truyén téi thiét bi

Loc theo chinh sdch o Tatca Chan Cho phép Tim kidm..
# Tén phong ban Tén ngwdi ding Email Hanh ddng Tén thiét bi Instance path Theri diém ghi nhat ky
1 Division 1 truongnk4 truongnk4@lancs vn Cho phép ESXI-6_7_0- WAUSBSTOREDISKEVEN_KINGSTONS 2021-04-12 13:37-10
2 Division 1 truongnk4 truongnk4@lancs vn Cho phép ESXI-6_7_0- WAUSBSTOREDISKAVEN_KINGSTON& 2021-04-12 10:53:43
3 Division 1 truongnk4 truongnk4@lancs vn Cho phép ESXI-6_7_0- WAUSBSTOREDISKAVEN_KINGSTONS 2021-04-12 10:53:42
4 Division 1 truongnk4 truongnk4@lancs.vn Cho phép ESXI-6_7_0- NWAUSBSTOREDISKE&VEN_KINGSTONS. 2021-04-12 10:45:21
5 Division 1 truongnk4 truongnk4@lancs.vn Cho phép ESXI-6_7_0- NWAUSBSTOREDISKE&VEN_KINGSTONS. 2021-04-12 10:45:21

Hinh 2.8: Giao dién nhat ky kiém soét thiét bi
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1: Chon phong ban dé xem nhat ky
2: Chon khoang thoi gian xem nhat ky

3: Chon xem nhat ky kiém soat thiét bi
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Yéu cau phé duyét thiét bj

Mot thiét bi ma mudn sir dung trong hé thdng cac PC di duoc cai dat SovarDLP déu phai
dang ky (yéu cau phé duyét). Bé yéu cau phé duyét thiét bi, hdy truy cap: Chdng ro ri dit

licu > Yéu cau phé duyét > yau cau phé duyét thiét bi

|0 Chéng ro i dif liéu

it thiét bi

T.véu cau phé duyét thiét bi |

lﬂYé‘. cAu phé duyét |>

hat kv kiam =oat thist b Nb o kiem =0 file tryyen 9

Hinh 2.10: Truy cap yéu cau phé duyét thiét bi
Giao dién chinh y&u cau phé duyét thiét bi

+% Yé&u cau phé duyét thiét bi

2% Danh sich yéu ciu thiét bi

° Tat ca Chér phé duyét Phé duyét Tir choi -

Lancs Digitals Tim kiém...

# Tén phong ban Tén ngwéi ding Email Tén thiét bi Instance path Théi diém yéu cau Trang thai

1 Division 1 truongnk4 truongnk4@lancs.vn ESXI-6_7_0- NWAUSBSTOREDISKEVEN 2021-04-12 15:19:26 Chir phé duyét
Division 10 demo_lancs demo_lancs@lancs.vn HANH TWSBSTOREDISKAVEN 2021-04-08 16:54:32 Phé duyét
Division 10 demo_lancs demo_lancs@lancs.vn uu TWSBSTOREZDISKAVEN 2021-04-08 16:54:32 Phé duyét

4 Division 10 demo_lancs demo_lancs@lancs.vn System Reserved WASCSI#DISKEVEN_TO 2021-04-06 10:05:14 Phé duyét
Division 1 truongnk4 truongnk4@lancs vn ESXI-6_7_0- WAUSBSTORZDISKEVEN 2021-04-12 15:18:29 Tir chéi
Division 10 demo_lancs demo_lancs@lancs.vn KINGSTON WAUSBSTOREDISKEVEN 2021-04-08 16:54:33 Tir chdi
Division 10 demo_lancs demo_lancs@lancs.vn ESXI-6_7_0- NWAUSBSTOREDISKEVEN 2021-04-02 17:21:46 Tir choi

Hinh 2.11: Giao dién chinh y&u cau phé duyét thiét bi
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Pé yéu cau phé duyét thiét bi. Nguoi ding, chon yéu cau phé duyét thiét bi va chon thiét
bi tai Agent va giri y8u cau lén cho quan tri vién. (tham khao tai liéu huéng dan st dung

danh cho nguoi dung).

Sau khi ngudi dung dd giri yéu cau phé duyét thiét bi I8n cho web admin, quan trj vién c6

thé phé duyét hoac tir chdi yéu cau do.

Lancs Digitals b Tim kiém...

Instance path ! Théi diém yéu céu Tra

WAUSBSTOR#DISK&VEN... 2021-04-12 16:21:11 Chér phé duyét 3 5 D

WAUSBSTOR#DISK&VEN.... 2021-04-08 16:54:32 Phé& duyét

WAUSBSTOR#DISK&VEN... 2021-04-08 16:54:32 Phé duyét

WASCSI#DISK&VEN_TO... 2021-04-06 10:05:14 Phé duyét

WAUSBSTOR#DISK&VEN... 2021-04-12 15:42:45 Tir chéi

WAUSBSTOR#DISKEVEN... 2021-04-12 15:19:26 Tir chéi

WAUSBSTOR#DISKEVEN... 2021-04-12 15:18:29 Tir chéi

WAUSBSTOR#DISKEVEN... 2021-04-08 16:54:33 Tir chéi

WAUSBSTOR#DISK&VEN... 2021-04-02 17:21:46 Tir choi

WAUSBSTORH#DISKEVEN... 2021-04-01 16:34:01 Tir chéi 3 J
y

3 5
¥Phiduydt © Tirchéi

Hinh 2.14: Phé duyét thiét bj
1: chon phong ban cd yéu cau phé duyét
2: chon yéu cau phé duyét

3: phé duyét hoac tir chéi yéu cau phé duyét do.
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Tinh nang kiém soat &ng dung
Kiém soét tng dung, kiém soéat cho phép hoic chin ¢ng dung duoc phép khai dong Ién
theo chinh sach ma quan tri vién thiét lap. Chinh sach duoc thiét Iap toi tirng phong ban.

Tinh ning nay bao gdm hai thanh phan: Chinh séch, thiét 1ap chinh sach cho phong ban;
Nhat ky, Iuu lai va hién thi hanh vi vi pham chinh sach ctua nguoi dung.
Thiét 1ap chinh sach kiém soat &ng dung

Pé thiét 1ap chinh sach kiém soét ¢ng dung, hay truy cap:

Chang ro ri diz liéu > Chinh s&ch > Kiém soéat iing dung

|0 Chéng o i diF ié‘.l

Chinh sach > I

\ I(iém soat (rng dung I

[J Ghi chd
O Thiét Iap chinh sach cho g dung thudc
O Thiét Iap chinh sach cho Ing khé&i déng

O MiFc wru tién cdia chinh Sawa vane wing uunny vow i ow vor 1031 (NG dung

Hinh 2.15: Truy cap giao dién kiém soét ¢ng dung
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Giao dién thiét 1ap chinh sach kiém soat ung dung

[ Kiem soat (rng dyng

4% Thiét 1ap chinh sach cho phong ban

[ Chon phong ban  Lancs Digials - Kiennox (G

O Thidt 1ap chinh séch cho loai img dung € Thiét 14p chinh séch cho img dung

Loal img dung Chan Gho phép @ titci cnin chopnep Loe loal img dyng

#  Ténimgdyng Process Tén cong ty Logi irmg dyng Ngoailé  Chin  Cho phép

2zik exe pry Hive Industries Trinh duyét web .

0 00000CO0O0CO0
000000

3 Ghi chis

A% Ngudi ding ngoai 1§

] Tén phong ban Tén nguei dlng Email Kich hoat ngoal ¢ vinh vién Thoi glan ngoai 1§
ngrkd gl giencs. v . . ® | 2021-04-12 00:00.00 - 2021-04-12 23:50:50
lenhd iennd@ian . . @ | 2021-04-12 00:00:00 - 2021-04-12 23:59:59
. . . ol . L] ®  2021-04-12 00.00 021-04-1 5
X . . @ 04-1 300 - 2021-04-1
w . . 2021-04-12 00:00.00 - 2021-04-1 5
! h . . [0} 4-1 0,00 - 2021-04-1 B

Hinh 2.16: Giao dién kiém soat ang dung

Thiét Igp chinh sach chung cho phong ban
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Néu phong ban chua c6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén
truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

M Kiém soat (eng dung

& Thiét I4p chinh sach cho phéng ban
[ Chon phéng ban Lancs Digitals o] — e |Kich hoat m

2 3

1

Hinh 2.17: Thiét lap chinh sach cho phong ban

1: Chon phong ban dé thiét chinh sach
2: Chon nit thém chinh sach & dé thém chinh sach mai cho phong ban. Chon nat M5 ¢é
x0a chinh sach. Néu phong ban da c6 chinh sach thi s& khong thém mai duoc.

3: Kich hoat hoac hay kich hoat hiéu luc cua chinh sach véi phong ban nay

Thiét Igp chinh sach cho logi ing dung
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Sau khi d3 thiét 1ap chinh sach cho phong ban, ban c6 thé thiét 1ap chinh sach cho loai tng
dung da dugc phan loai cho phong ban nay.

[ Kiém soat (’ng dung

% Thiét Iap chinh sach cho phong ban
[ Chon phéng ban | Lancs Digitals v | Kich hoat (o @)

&8 Thiét lap chinh sach cho loai ting dung &8 Thiét 1ap chinh sach cho (ng dung

Loai irng dung Chinj Cho phép) @ ritca( ) chan () cho pnép Locloaiéngdung . Tim kiém
Trinh duyét web
! 4 #  Ténimgdung Process Tén cong ty Loai irng dung Ngoaile  Ghin  Ghophép

Tin nhén (V]

1 Fizzik App Fizzik Fizzik exe Spry Hive Industries Trinh duyét web [») (]
Chup man hinh (V]

2 FlashPeak SlimBrowser sbframe exe FlashPeak Inc. Trinh duyét web [(®) (]
Truyén file (v}

3 Comodo Dragon dragon exe Comodo Trinh duyét web [») (]
Luru triF cloud o

4 SuperWeb 15 Celensoft Super Web exe Celensoft Trinh duyét web [») °
Chinh stra file (]

5 KMeleon k-meleon.exe hitp://kmeleonbrowser.org Trinh duyét web @ (]
Didu knién tir xa (V]

Qiweb Intemet Browse Qieb.exe QWb NET Trinh duyét web [») []

Da phwrong tién (V]
Email

Hinh 2.18: Thiét lap chinh sach kiém soét loai (g dung
1: chon phong ban thiét 1ap chinh sach kiém soét loai thiét bi.

2: cho phép: cho phép &ng dung thudc loai duoc thiét 1ap chinh sach dugc phép khai dong

1én dé st dung trén cac PC di duoc cai dat SovarDLP.

3: chin: ngdn ung dung thudc loai duoc thiét 1ap chinh sach duoc phép khai dong 1én dé

st dung trén cac PC da dugc cai dat SovarDLP.

Thiét Idp chinh sach cho ing dung

20 | SovarDLP v4.9.5



Ngoai viéc sir dung viéc thiét 1ap cho loai ttng dung. SovarDLP con ¢6 tinh ning thiét 1ap

chinh sach cho tung ng dung thudc nhiing loai bén trén da dugc phan loai

22 Thiét |ap chinh séach cho iing dung

@ Titca| ) chan( ) chophép Loclogitbngdyng v Tim kiém

# Tén Urng dung Process ! Tén céng ty Loai irng dung Ngoai 1§ Chan Cho phép
1 Fizzik App.Fizzik Fizzik exe Spry Hive Industries Trinh duyét web ()]
2 FlashPeak SlimBrowser sbframe. exe FlashPeak Inc Trinh duyét web [ ®) e
3 Comodo Dragon dragon.exe Comodo Trinh duyét web () °
4 Super Web 15 Celensoft Super Web.exe Celensoft Trinh duyét web @ o
5 K-Meleon k-meleon.exe http://kmelecnbrowser.org/ Trinh duyét web ()] °

QtWeb Internet Browser QtWweb exe QtWeb NET Trinh duyét web L_.: ] o

2 3 4

Chon trang 1/225 ~ IR < > »

Hinh 2.18: Thiét lap chinh sach kiém soat ing dung
1: Loc va tim kiém ung dung theo loai, theo chinh sach

2: Ngoai 1&: Néu truong nay khong duoc kich hoat 18n thi mac dinh tng dung d6 s& duoc
&p dung chinh séch cua loai ma ung dung d6 thudc vé. Nguoc lai, kich hoat trueong nay thi
quan tri vién c6 thé thiét 1ap duoc chinh sach riéng cho tng dung ma khdng phu thudc vao

loai ma tng dung nay thudc Vé.
3: Chan, khdng cho phép ung dung dugc khai dong 1€n

4: Cho phép, cho phép tng dung dugc khoi dong 1én

Nguoi dung ngoai Ié
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Tinh ning nay cho phép thiét 1ap chinh sach ngoai Ié cho mét hodc nhiéu nguoi dung,
ngudi dung s& khong bi thuc thi chinh sach chung cua phong ban. C6 thé thiét lap cho

nguoi dung duoc ngoai 1é vinh vién hoic trong mot khoang thoi gian nhat dinh.

£ Ngwrori ding ngoai lé

Tim kiém..

# Tén phong ban Tén nguwdi ding Email Kich hoat ngoai 1& Vinh vién Thdi gian ngoai €
! Dusent S LD R & & ©  2021-04-12 D0:00:00 - 2021-04-12 23:58:59
1 2 3
Chon trang G « ¢ > »

Hinh 2.19: Thiét lap nguoi dung ngoai 1é
1: Kich hoat ngoai 1¢

2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai

I& vinh vién hay khéng.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan tri vién phai chon khoang

thoi gian ngoai 1€ cho nguoi dung.

Nhat ky kiém soat wng dung
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Céac hanh dong khoi dong tng dung vi pham chinh sach, hoac lich st truy cap ng dung
trén PC d3 cai dit SovarDLP cua nguoi dung déu duoc SovarDLP ghi lai nhat ky. Dé xem
nhat ky kiém soat ung dung, hay truy cap:

Chéng ro ri diz liéu > Nhdt ky > Kiém soat ing dung

© Chéng rd ri diF ligu

\ loai (rng dung. Chan: chan cac &ng dung thu

| 5 Nhat kv Zl

ing kh&i 6

0ai (rng du

Hinh 2.20: Truy cap nhat ky kiém soét (g dung
Nhdt ky kiém soat izng dung

™ Nhat ky kiém soat file truyén qua (rng dung

Y Loc nhat ky

[ Chon phong ban | Lancs Digitals ¥ |

D Khoing thé gian [ ®  2021-01-01-2021-03-13 l

# Tén phong ban Tén nguoi diing Email Hanh déng Tén g dung Process Loai ing dung Tnoi diém ghi nhat ky

Hinh 2.21: Giao dién nhat ky kiém soét tng dung
1: Chon phong ban dé xem nhat ky

2: Chon khoang thoi gian xem nhat ky
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3: Chon xem nhat ky kiém soét @ng dung
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Tinh niing kiém soat chup man hinh
Kiém soat chup man hinh, kiém soat cho phép hoic chin nguoi dung cd thé st dung phim
PrtSrc dé chyp anh man hinh theo chinh sdch ma quan tri vién thiét 1ap. Chinh sach duoc
thiét lap téi ting phong ban.
Tinh niang nay bao gdm hai thanh phan: Chinh séch, thiét 1ap chinh sach cho phong ban;

Nhat ky, luu lai va hién thi hanh vi vi pham chinh sach cta nguoi dung.
Thiét 1ap chinh sach kiém soat &ng dung

Pé thiét 1ap chinh sach kiém soét (ing dung, hay truy cap:

Chang ro ri di# liéu > Chinh sach > Kiém soat chup man hinh

| © Chdng ro ri dir lidu

10M NAY

Chinh sach

Hém qua: 0

L Loai vi pham chin

Kiém soat chup man hinh

W Kié

WKié
Tru
& nEas B Tru

Hinh 2.23: Truy cap giao dién kiém soat chup man hinh

25 | SovarDLP v4.9.5



Giao dién thiét 1ap chinh sach kiém soat chup man hinh

Kiém soat chup man hinh

32 Thiét 1ap chinh sich cha phéng ban

[l Chon phdng ban ISP = Kich hoat @
02 Nguriri diing ngoal 18

Hinh 2.24: Giao dién kiém soat chup man hinh
Thiét lgp chinh sach chung cho phong ban

Néu phong ban chua c6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén
truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

Kiém soat chup man hinh

% Thiét |ap chinh sach cho phong ban

i chon phéna ban il = s h

2

Hinh 2.25: Thiét lap chinh sach cho phong ban

1: Chon phong ban dé thiét chinh sach
2: Chon nat thém chinh sach Bl dé thém chinh sach méi cho phong ban. Chon nit M85 ¢é
x06a chinh séch. Néu phong ban di c6 chinh sach thi s& khong thém méi duoc.

3: Kich hoat hoac hay kich hoat hiéu luc cua chinh sach véi phong ban nay

Nguoi dung ngoqi I¢
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Tinh ning nay cho phép thiét 1ap chinh sach ngoai Ié cho mét hodc nhiéu nguoi dung,
ngudi dung s& khong bi thuc thi chinh sach chung cua phong ban. C6 thé thiét lap cho

nguoi dung duoc ngoai 1é vinh vién hoic trong mot khoang thoi gian nhat dinh.

£ Ngwrori ding ngoai lé

Tim kiém..

# Tén phong ban Tén nguwdi ding Email Kich hoat ngoai 1& Vinh vién Thdi gian ngoai €
! Dusent S LD R & & ©  2021-04-12 D0:00:00 - 2021-04-12 23:58:59
1 2 3

Hinh 2.26: Thiét lap nguoi ding ngoai 1¢
1: Kich hoat ngoai 1¢

2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai

I& vinh vién hay khéng.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan tri vién phai chon khoang

thoi gian ngoai 1€ cho nguoi dung.
Nhat ky kiém soat chup man hinh

Cac hanh dong chup man hinh vi pham chinh sach, hoac lich s truy cap ng dung trén PC
da cai dat SovarDLP cua nguoi dung déu duoc SovarDLP ghi lai nhat ky. Dé xem nhat ky

kiém soat ung dung, hay truy cap:

Chéng ro ri diz liéu > Nhdt ky > Kiém soat chyp man hinh
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|0 Chéng ré ri dir lidu |

1an hinh

%t Ngu&i diing ngoai | Jraém st chup man v -
"o ai 14

Hinh 2.27: Truy cap nhat ky kiém soéat chup man hinh

Nhdt ky kiém soat chup man hinh

£ Nhat ky kiém soat chup man hinh

Y Loc nhat ky

[ Ghon phang ban v D Khoang théi gian
—

8 2021-04-05 - 2021-04-12 |

B Nhét ky kiém soét chup man hinh

Loc theo chinh sach @ Tdtcal | chan | Ghophép Tim Kigm...
# Tén phong ban Ten ngudri ding Email Tén méy tinh Tai khoan méy tinh Hanh dong Thért diém ghi nhat ky
1 ISP 1SP_01 isp_01@Ispuietnam.com.vn DESKTOP-UN4NSLA Admin Chan 2021-04-12 08:04:41
2 1sP 1SP_01 isp_01@ispuietnam.com.vn DESKTOP-UN4NSLA Admin Chan 2021-04-12 08:04:41
3 1sP 1SP_01 isp_01@ispuietnam.com.vn DESKTOP-UN4NSLA Admin Chan 2021-04-12 08:04:41
4 1sP 1SP_01 isp_01@ispuietnam.com.vn DESKTOP-UN4NSLA Admin Chan 2021-04-12 08:04:40
5 1sP 1SP_01 isp_01@ispuietnam.com.vn DESKTOP-UN4NSLA Admin Cho phép 2021-04-12 08:04:21
6 1sP 1SP_01 Isp_01@ispuistnam.com.vn DESKTOP-UN4NSLA Admin Cho phép 2021-04-10 10:41:37
7 1sP 1SP_01 Isp_01@Ispuistnam.com.vn DESKTOP-UN4NSLA Admin Cho phép 2021-04-10 10:40:41
8 1sP 1SP_01 Isp_01@ispuistnam.com.vn DESKTOP-UN4NSLA Admin Cho phép 2021-04-10 10:38:14

Hinh 2.28: Giao dién nhat ky kiém soat chup man hinh
1: Chon phong ban dé xem nhat ky
2: Chon khoang thoi gian xem nhat ky

3: Chon xem nhat ky kiém soat chup man hinh
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Tinh niang kiem soat websites
Kiém soat website, kiém soét hoic cho phép website duoc truy cap theo chinh sach ma

quan tri vién thiét 1ap. Chinh sach duoc thiét Iap toi tirng phong ban.

Tinh ning nay gébm hai phan : Chinh sach, thiét Iap chinh sach cho phong ban; Nhat ki, luu

lai va hién thi hanh vi vi pham ctia ngudi ding
Thiét 1ap chinh sach kiém soat website

Pé thiét 1ap chinh sach kiém soat website, hay truy cap:

Chang ro ri diz liéu > Chinh sach > Kiém soat website

© | Chéng ro i dix lidu

Chon g

IOM NAY

Chinh sach >I

T

I Kiém soat websites ]

L Loai vi pham chinh

Hinh 2.29: Truy cap kiém soat website
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Giao dién thiét 1ap chinh sach kiém soat websites

i Kiém soat websites

&3 Thiét 1ap chinh sach cho phang ban

[A Chon phong ban Cong nghé thang tin

2 Chinh sach chung

4 © Chin tit cd Kich noat @@ Hiy kich noat &% Chin truy cip theo IP Kich hoat @ Hiy kich noat

% Thiét I8p chinh séach cho loai websites 9 Danh sdch Websiles

Logi img dyng Chan Cho phép Loai websites

] Tén website URL Loai websites

pooo0ooooOoo0

©€ Danh sach Websites

Loc theo chinh sich @ Titca | Chan| | Chophép

# URL Chan Cho phép

92 Nguin ding ngoai 16

# Tén phéng ban Tén nguéi dung Email Kich hoat ngoal 1§ Vinh vién Thé gian ngoal 1é
e L @ 2021-04-12 00:00:00 - 2021-04-12 23:69:59
« « ©  2021-04-12 00:00:00 - 2021-04-12 23:59.59

Hinh 2.30 Kiém soat website

1: Thiét 1ap chinh sach chung cho phong ban, kich hoat hodc hay kich hoat tinh nang cho
tirng phong ban.

2: Kich hoat chinh sach chan tat ca hodc chin theo ip.
3: Thiét 1ap chinh sach chan theo loai website
4: Danh sach website do ngudi ding tu thém vao, ¢ thé thiét 1ap chan hoic cho phép.

5: Thiét lap nguoi ding ngoai lé.
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Thiét lgp chinh sach cho phong ban

Néu phong ban chua c6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén
trén tryuc tiép voi phong ban d6. Vi vdy dé sir dung chinh sach riéng cho phong ban, thi s&
phai thém chinh sach cho phong ban nay.

& Kiém soat websites

% Thiét Ip chinh sach cho phong ban

1 ! 2 !j
[l Chon phéng ban Céng nghé thdng tin v @ Kich hoat : m

Hinh 2.31: Thiét Iap chinh sch phong ban
1: Chon phong ban dé thiét chinh sach
2: Chon nat thém chinh sach dé thém chinh sach méi cho phong ban. Chon n(t
B dé x0a chinh sach. Néu phong ban di c6 chinh sach thi s& khong thém moi
duoc.
3: Kich hoat hoac huy kich hoat hiéu luc cua chinh sach vai phong ban nay.
Kich hoat chinh sach chgn tat ca
Chan tat ca s& chan tat ca cac website khi nguoi duing truy cap vao, ngoai trir nhiing

website dd dugc thém vao danh sach website va thiét 1ap chinh sach cho phép s&

khdng bi chan.
® Chan tit ca Kich hoat @) Huy kich hoat

Hinh 2.32: Thiét lap chinh sach chung

1 : Kich hoat hoac tit tinh ning chin tat ca
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Thiét Idp chinh sach chéan theo logi website

Thiét 1ap chian hoic cho phép website thudc vao loai website da duoc liét ké sin cua

r
hé thon
v g "
£ Thiét 1ap chinh séch cho loai websites 8 Danh sach Websites
Loai img dung an Cho phép Loal websites Tim Kiém
Neb-mail
’ © # Tén website URL Loai websites
Mua sim []
JAIL.CO KR 0.kt Web-mail
Ta (]
Onemail.com.sg onemail.com.sg Web-mail
Tuyén dung (]
Mvail m.mail.com Web-mail
r6 cho (]
4 TAS tason.com Web-mail
idi tri
° gmail vaw.gmail com Web-mail
Tint
° GuerillaMail querrillamail.com Web-mail
Mang x4 héi (]
y r B« < > »

Hinh 2.33: Danh sach loai website
1: Thiét 1ap chin hoic cho phép dbi véi loai website
2: Danh sach website dugc thém sin bai hé thng. Néu website c6 trong danh sach
nay va thudc loai website bi chan thi sé bi chan khi truy cap.
Danh sach website ngoai l¢

Tinh ning nay cho phép nguoi quan tri thém vao danh sach cac website mudn chan

hodc cho phép ddi véi ngudi ding.

Hinh 2.11 Danh sach website ngoai I¢é

1: Thém website, thém website mubn chin hoic cho phép ddi véi ngudi ding
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Thiét lap website ngoai X
lé

URL"

C6 thé thém nhiéu URL, m&i URL phén
cdch bdiddu"" 1

Chinh sach * ’ p

Chan Cho phép

* Théng tin bat budc
\ 3

péng 3 Lwru

Hinh 2.34: Thém website

2: X6a website khoi danh sach website ngoai 1¢

Hinh 2.35: X0a website

3: Thiét lap chan hoic cho phép
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Thiét Idp nguwoi dung ngogi 1é
Tinh ning nay cho phép thiét 1ap chinh sach ngoai I&é cho mét hoic nhiéu nguoi dung,
ngudoi ding s& khdng bi thuc thi chinh sach chung caa phong ban. C6 thé thiét 1ap cho

ngudi dung duoc ngoai & vinh vién hoic trong mot khoang thoi gian nhét dinh.

X% Nguoi dung ngoai Ié

im kiem

Thoi gian ngoai 1

# Tén phong Tén nguoi ding Email Kich hoat ngoai I& Vinh vién
6ng nghé théng tin hienhd hienhd@lancs.vn . , [ © ] I P A 0D - LR G0

3
ntitt heainttti@lancs.vn (») [(») 2021-04-12 00:00:00 - 2021-04-12 23:59:59

2 Céng nghé théng tin hoainttt

Hinh 2.36 Thiét lap ngudi ding ngoai 18
1: Kich hoat ngoai 1¢
2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai
1& vinh vién hay khong.
3: Néu ngudi dung nay khong duoc phép ngoai 1é vinh vién, quan trj vién phai chon khoang

thoi gian ngoai 1€ cho nguoi dung.

34 | SovarDLP v4.9.5



Nhat ky kiém soat website

Cac hanh dong truy cap website caa PC da cai dat SovarDLP cia nguoi dung déu dugc
SovarDLP ghi lai nhat ky. Dé xem nhat ky kiém soét thiét bi, hdy truy cap: Chdng ro ri dit

licu > Nhat ky > Kiém soéat website

@l Chéng ro ri diF liéu

N

8 Nhat ky >

N

Kiém soat Websites

Tl 1 mmfasf snlemens mlaiemls = S=ls

Hinh 2.37: Truy cap nhat ki website

Nhat ki kiém soat website

& Nhat ky kiém soat websites

B  2021-04-05 - 2021-04-12

Hinh 2.38: Nhat ki kiém soat website
1: Chon phong ban dé xem nhat ki
2: Chon khoang thoi gian xem nhat ki
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Tinh ning kiém soat truyen file

Kiém soat truyen file qua thiét bi
Kiém soat truyén file qua thiét bi s& chan va chi cho phép nhiing file duoc ma hoéa béi

SovarDLP qua cac thiét bi ngoai vi hodc cho phép truyén file qua thiét bi ngoai vi. Bé kiém

soat truyén file qua thiét bi ngoai vi, hay truy cap :

Chéng ro ri diz liéu > Chinh sach > Kiém soat truyen file

¢ Chéng ro ri di liéu

file

cho phong ban

[Chhr sach ] 3

&2 Chinh sach chung ‘

Kiém soat truyén file

+% Kiém soat truyén file tc

M Kiém sodat truyén file qi

Hinh 2.39: Truy cap kiém soét truyén file
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Giao dién chinh kiém soat truyeén file

= Kiem sodt truyen file

4% Thidt 1p chinh sdch cho phong ban

0% Chinh séch chung 08 Thidt I8p chinh sach cho loai thidt bj

& Kim sost truydn file 101 it (@) Kichhoat Moy kich hoat Logi thidt bf chin cho phép
5 Kiém sost truyén file qua img dung ° Kich hoat Huy kich hoat 0
%" kiém ot truyén file qua network folder @) Kich hogt iy kich host ©

©F Thidt 1dp dinh dang file

© mitci  chgn  Chopnip

# ©inh dang file chsn Cho phep

©F Thidt 1ap chinh sach cho loal img dung ©F Thidt 1ap chinh séch cho img dung

Logl img dyng chin Cho phép ° Titca han ho phép Loc 1031 Ung dung -

. Tén img dyng Process Loal img dung Ngoal ¢ Chin Cho phép

0 00000O0CO0OCO0
000000

02 Ngutn ding ngoal 16

" Tén phong ban Tén nguen aung Email Kich hoat ngoal I Vinh vién ™1 gian ngoal 1§
. . 021
. . (
. 5 ) 021-C

- O

Hinh 2.39: Truy cap kiém soét truyén file
1:Thiét 1ap chinh séach cho phong ban

2: Thiét lap chinh sach chung
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3: Thiét Iap loai thiét bi

4: Thiét lap dinh dang file

5: Nguoi dung ngoai 1€

Thiét Idp chinh sach cho phong ban

Néu phong ban chua c¢6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén

truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

= Kiém soat truyeén file

8% Thiét Iap chinh sach cho phong ban

[l Chon phong ban

1: Chon phong ban dé thiét chinh sach

Lancs Digitals

w

2: Chon nat thém chinh sach Bl @& thém chinh sach méi cho phong ban. Chon nat MBI @é

x06a chinh séch. Néu phong ban di c6 chinh sach thi s& khong thém méi duoc.

Thiét Igp chinh sach chung

Thiét 1ap chinh sach cho phép file duoc guri ra ngoai thiét bi ngoai vi la dang file nguyén

g6c hoic sé& 1a file dd dugc ma hoa

X2 Chinh sach chung

+2- Kiém soat truyén file t&vi thiét bi E Kich hoat| | Hiy kich hoat

Thiét Igp chinh sach logi thiét bj

Thiét 1ap chinh sach cho loai thiét bi s& cho phép file duoc giri ra ngoai loai thiét bi la dang

file nguyén gdc hoic file di bi ma hoa.
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L5 Thiét Iap chinh sach cho loai thiét bi

Loai thiét b Chan Cho phép
Thiét bi di dong (USB) (]
O ciing di dong (HDD/SSD) o
@ dfa quang (DVD/CD) e

Hinh 2.40: Thiét lap chinh sach cho loai thiét bi
Nguroi dung ngoqi I¢é

Tinh ning nay cho phép thiét 1ap chinh sach ngoai I&é cho mét hodc nhiéu nguoi dung,
ngudi ding s& khong bi thuc thi chinh sach chung cua phong ban. C6 thé thiét lap cho

ngudi ding duoc ngoai & vinh vién hoic trong mot khoang thoi gian nhat dinh.

2% Nguai dung ngoai 1

Tim kiém
# Tén phong ban Tén ngudvi diing Email Kich hoat ngoai 18 Vinh vién Thai gian ngoai 13
1 truongnkd [

1 2 3 l 2021-04-12 00:00:00 - 2021-04-12 23:59:59

2021-04-12 00:00:00 - 2021-04-12 23:59:59

2021-04-12 00:00:00 - 2021-04-12 23:59:59

]
®

2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
@

©  2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
@

2021-04-12 00:00:00 - 2021-04-12 23:59:59

Hinh 2.42: Ngudi dung ngoai 1€
1: Kich hoat ngoai 1¢

2: Sau khi d4 kich hoat ngoai I&, quan tri vién c6 thé thiét lap ngudi dung nay c6 dugc ngoai

I& vinh vién hay khong.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan trj vién phai chon khoang

thoi gian ngoai 1€ cho nguoi dung.
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Kiém soat truyen file qua ing dung

Kiém soat truyén file qua trng dung cho phép file dwoc truyén qua ang dung bang céch tu
dong ma hoa dix liéu ra ngoai. Dé thiét lap chinh séch kiém soéat truyén file qua @ng dung,

hay truy cap : Chong ro ri diz ligu > Chinh sach > Kiém soét truyeén file

¢ Chong o ri di liéu

file

cho phdng ban

[Chhr sach ] 3

X2 Chinh sach chung ‘

Kiém soat truyén file

+% Kiém sodt truyén file t

= Kiém soat truyén file qi

Hinh 2.43: Truy cap kiém soat truyén file qua ung dung
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= Kiém sodt truyén file

3% Thi inh sach cho phéng ban
[l Chen phéng ban Lancs Digitals v -
1

2 Chinh sach chung 2 Thiét 13p chinh séch cho loai thiét bi

*& Kiém sodt truyén file toi thistbi @ Kich hoat | Hily kich hoat Logi thit b Chan Cho phép
2 I 9 Kiém soat truyén file qua ing dung @ Kich hoat (| Hily kich hoat I Thiét bi di dong (USB) ]
8 cing di dong (HDD/SSD) [

%" kiém sodt truyén file qua network folder @ Kich hoat ) Hily kich hoat

0 dia quang (DVDI/CD) (]

hiéf dinh dang file

@ Titca( ) Chan( ) Chophép Tim kiém

3| Binh dang file Chiin Cho phép

2 dfff (]
3 cad (]
4 docx []
5 7z []

Loai éng dung Chién Cho phép . Tatca( ) Chan( ) Cho phép Loc loai ibng dung o Tim kiém.
Email
° #  Ténimg dyng Process Logi g dyng Ngogi 1§ Chin Cho phép
Ba phuong tign ]
1 MetaVNC Win32 Server VinVNC. exe Bidu khién tir xa © o
Bidu khién tir xa (]
4 2 Sony Ericsson Bluetooth Remote Contral BTRemoteControl.exe Bidu khién tir xa (]
Chinh sira file (-]
3 AeroAdmin AeroAdmin exe Bidu khién tir xa o
Luru triv cloud (]
4 Cream - Sunshine Of Your Love (build-b46bba7c) plastic.exe Bidu khién tir xa o
Truyén file .
5 Twomon PG Program Twomon PG Program exe Bidu khién tir xa o
Chup mén hinh ]
. 6 AnyDesk exe Bidu khién tir xa o
Tin nhén [-]
Trinh duyét web (] I « < > »

2 Nguroi diing ngoai I8

Tim kiém.
N Ten phong ban Tén nguei dang Email Kich hoat ngoai 18 Vinh vién Thoi gian ngoai Is
1 Division 1 truongnkd truongnkd@lancs.n © s} ® | 2021.02.12 00:00:00 - 2021.04-12 25:59:58
2 Céngnghé théngtin hienhd hienhd@lancs.vn ® | 2021.02.12 00:00:00 - 20271.04-12 25:59:58
3  Bangiémdsc hleutt hieuti@ancs.vn [ »} [ =} ©  2021-04-12 00:00:00 - 2021-04-12 23:50:59

Hinh 2.44: Truy cap kiém soat truyén file qua ung dung
1: Thiét 1ap chinh sach cho phong ban
2: Thiét 1ap chinh sach kiém soat truyén file qua tng dung
3: Thiét lap dinh dang file
4: Thiét 1ap kiém soét loai ttng dung va tng dung

A

5: Thiét lap nguoi ding ngoai Ié
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Thiét lgp chinh sach cho phong ban

Néu phong ban chua c¢6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén
truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

= Kiém soat truyén file

8 Thiét 1ap chinh sach cho phang ban
[l Chgn phong ban Lancs Digitals = | [+]

1: Chon phong ban dé thiét chinh sach
2: Chon nit thém chinh sach & d@é thém chinh sach mai cho phong ban. Chon nat M5 ¢é
x06a chinh séch. Néu phong ban di c6 chinh sach thi s& khong thém méi duoc.

Thiét Iap chinh sach kiém soat truyen file qua ing dung

Thiét 1ap chinh sach kiém soét truyén file qua (ing dung cho s& cho phép kich hoat kiém

soat file dugc truyén qua (ng dung.

M= Kiém soéat truyén file qua ng dung e Kich hoat Hay kich hoat

Thiét Idp kiém soéat logi ing dung va ing dung

Thiét Iap kiém soéat loai ung dung va ng dung s& cho phép tng dung thudc loai tng dung

s& kiém soat file khi truyén qua wng dung

8 Thiét 14p chinh séch cho logi img dung 8 Thiét 14p chinh séch cho img dung

Loai irng dung Chén Cho phép ' Tatca( ) Chan( ) Cho phép Loc logi rng dung ~ Tim kiém

o

Cho phép

w

e @ @ ® @ z
| g 898 0 al 3

4
0000000
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Hinh 2.46: Thiét 1ap (ng dung va loai ttng dung truyén file
1: Thiét 1ap cho phép hoac chan loai tng dung
2: Thiét 1ap ngoai 1& cho @ng dung, khi truén file qua ang dung, file s& khong bi kiém soat

3: Thiét 1ap chan hoic cho phép ddi véi tirng tng dung

Thiét Idp nguwoi dung ngogi 1¢

Tinh ning nay cho phép thiét 1ap chinh sach ngoai I&é cho mét hodc nhiéu nguoi dung,
ngudi ding s& khong bi thuc thi chinh sach chung cua phong ban. C6 thé thiét lap cho

ngudi ding duoc ngoai & vinh vién hoic trong mot khoang thoi gian nhat dinh.

2% Nguai dung ngoai 1

Tim kiém.
£ Tén phéng ban Tén ngui ding Email Kich hoat ngoai I8 Vinh vién Thoi gian ngoai I8

Div ! i 5 3 I 2021-04-12 00:00:00 - 2021-04-12 23:59:59

hienh: [ B [ B 2021-04-12 00:00:00 - 2021-04-12 23:59:59

Ban et ®© © 2021-04-12 00:00:00 - 2021-04-12 23:59:59

1 Ban t [ = [ ) ® 2021-04-12 00:00:00 - 2021-04-12 23:59:59

Q thunt1 [ B [ ) 2021-04-12 00:00:00 - 2021-04-12 23:59:59

Q thunt th [ ) [ B ® 2021-04-12 00:00:00 - 2021-04-12 23:59:59

Hinh 2.47: Thiét lap ngudi dung ngoai ¢

1: Kich hoat ngoai 1€
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2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai

1& vinh vién hay khéng.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan trj vién phai chon khoang

thoi gian ngoai I€ cho nguoi dung.

Kiém soat truyén file qua network folder

Kiém soat truén file qua network folder s& kiém soét nhiing file dwoc truyén qua network

folder (cac thu muyc c6 thé truy cap qua mang

nhu share folder, Samba, NAS, ...). Bé thiét lap chinh sach, hdy truy cap : Chéng ro ri diz

ligu > Chinh sach > Kiém soét truyen file
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¢ Chdng ro ri di liéu ]

file

cho phéng ban

[Chhrsam ] >

2 Chinh sach chung ‘

Kiém sodt truyén file

2 Kiém sodt truyén file tc

™= Kiém soat truyén file qi

Hinh 2.48: Truy cap kiém soat truyén file

Giao dién chinh

45 | SovarDLP v4.9.5



= Kiém soat truyén file

a2 Thiét 13p chinh s&ch cho phong ban

[ Chon phong ban Lancs Digitals

8 Chinh sach chung % Thiét Iap chinh sach cho loai thiét bi
+& Kiém soat truyén file toi thiétbi (@ Kich hoat| | Hiy kich hoat Logi thiét bj Chan Cho phép
1 Kiém sodt truyén file qua émg dung (@) Kich hoat [ Hiy kich hoat Thiét bi di dong (USB) (]
- 0 cirng di déng (HDD/SSD)
2 I %" kiém sodt truyén file qua network folder @ Kich hoat (| Hily kich hoat I 9 9 ©
0 dia quang (DVDICD) (-]

28 Thiét 13p dinh dang file

. Tétca( ) Chin( ) Cho phép Tim kiém

3| # Binh dang file Chan Cho phép

1 aff (]

2 dfff (]
3 cad (]
4 docx (]
: L]

28 Nguoi diing ngoai 1&

Tim kiém.
# Tén phong ban Tén ngwovi diing Email Kich hoat ngoai ¢ Vinh vién Thoi gian ngoai I8
1 Division 1 truongnkd truongnkd@lancs.vn © e ®

2021-04-12 00:00:00 - 2021-04-12 23:59:59

2 Céng nghé théng tin hienhd hienhd@lancs.vn N 5
g nghé théng e © ®

IS

2021-04-12 00:00:00 - 2021-04-12 23:59:59
3 Bangiimdsc hieutt hieuti@lancs.vn [ s} [ »} ®  2021-04-12 00:00:00 - 2021-04-12 23:58:59
4 Ban giém doc quangvt quengi@lancs.vn ®© [ »] ®  2021-04-12 00:00:00 - 2021-04-12 23:59:59
CEOC thuntt thunt1@lancsnet.com [ s} [ »} ®  2021-04-12 00:00:00 - 2021-04-12 23:58:59

eac thunt thu ni@lancsnst com ®© ®© ®  2021-04-12 00:00:00 - 2021-04-12 23:58:59

Hinh 2.49: giao dién kiém soét truyén file qua network folder
1: Thiét lap chinh sach chung

2

2: Thiét 1ap chinh sach kiém soat truyén file qua network folder
3: Thiét Iap dinh dang file

4: Thiét lap nguoi ding ngoai Ié

Thiét Igp chinh sach chung
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Néu phong ban chua c¢6 chinh sach thi chinh sach s& duoc &p dung theo phong ban bén trén
truc tiép véi phong ban d6. Vi vay dé sir dung chinh séch riéng cho phong ban, thi s& phai

thém chinh sach cho phong ban nay.

= Kiém soat truyén file

8 Thiét 13p chinh sach cho phong ban
El Chen phang ban Lancs Digitals bt m

1: Chon phong ban dé thiét chinh sach
2: Chon nit thém chinh sach & d@é thém chinh sach mai cho phong ban. Chon nat M5 ¢é
x0a chinh sach. Néu phong ban da c6 chinh sach thi s& khong thém mai duoc.

Thiét Iap chinh sach kiém soat truyén file qua network folder

Thiét 1ap chinh sach kiém soat truyén file qua network folder s& cho phép hoic kiém soat

cac file khi dugc truyén qua network folder

%2* kiém soat truyén file qua network folder e Kich hoat Huy kich hoat

Thiét Idp dinh dang file
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Thiét lap dinh dang file s& cho phép nhitng loai file nao duoc kiém soét khi truyén qua
network folder.

2 Thiét 1ap dinh dang file

" Binh dang file in ho phép

Hinh 2.50: Thiét lap dinh dang file
1: Chan hoac cho phép dinh dang file
2: Thém mai dinh dang file
3: Chon dinh dang file mudn xda
4: X6a dinh dang file
Thiét Idp nguwoi ding ngogi 1é

Tinh ning nay cho phép thiét 1ap chinh sach ngoai Ié cho mét hodc nhiéu nguoi dung,
ngudi dung s& khong bi thuc thi chinh sach chung cua phong ban. Cé thé thiét lap cho

ngudi ding duoc ngoai & vinh vién hoic trong mot khoang thoi gian nhat dinh.

2 Nguoi ding ngoai 1&

Tim kiém
# Tén phong ban Tén nguoi ding Email Kich hoat ngoai I& Vinh vién Thoi gian ngoai lé
oo ! B 2 3 [ ©  2021-04-12 00:00:00 - 2021-04-12 23:59:59
fent ®© ®© ©  2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
@

2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
@

2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
@

2021-04-12 00:00:00 - 2021-04-12 23:59:59

®
]

2021-04-12 00:00:00 - 2021-04-12 23:59:59

Hinh 2.51: Nguoi dung ngoai I¢

1: Kich hoat ngoai 1€
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2: Sau khi d3 kich hoat ngoai 18, quan tri vién c6 thé thiét lap nguoi ding nay c6 duoc ngoai

1& vinh vién hay khéng.

3: Néu ngudi dung nay khong duoc phép ngoai 1¢ vinh vién, quan trj vién phai chon khoang

thoi gian ngoai I€ cho nguoi dung.

Nhat ky kiém soat truyén file qua thiét bj

Nhat ki kiém soat truyén file qua thiét bi s& luu lai hanh vi va céc file dugc truyén qua thiét
bi ngoai vi. Bé xem nhat ky, hdy truy cap : Chang ro ri di liéu > Nhdt ky > Kiém soat thiét
bi

© [chong 16 ri di liéu

\ t thiét bi

2 Nhat ky -"""-;-_ Kiem soat thiét bi I

al:

Nhat ky kiém soat thiét bi

Hinh 2.52: Truy cap Nhat ky kiém soéat truyén file qua thiét bi
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+%- Nhat ky kiém soat thiét bi

Y Loc nhdt ky

[ Chon phong ban

soat thiét bi

Lancs Digitals

Nhit ky kiém soat file truyén toi thi

DKhoang thoigian | ©  2021-04-06 - 2021-04-13

2

Loc theo chinh sach

@ Tétcd( ) Chan

#  Ténphongban  Ténngudiding  Email

1 Division 10 demo_lancs demo_lancs@lancs.vn
2 Division 10 demo_lancs demo_lancs@lancs.vn
3 Division 10 demo_lancs demo_lancs@lancs.vn
4 Division 10 demo_lancs demo_lancs@lancs.vn
5 Division 10 demo_lancs demo_lancs@lancs.vn
6 Division 10 demo_lancs demo_lancs@lancs.vn
7 Division 10 demo_lancs demo_lancs@lancs.vn
8 Division 10 demo_lancs demo_lancs@lancs.vn

L ] o

1:

2:

3:

Cho phép

Hanh dong

Chan

Chan

Chan

Chan

Chan

Tén thiét bi

ESXI-6_7_0-

ESX1-6_;

ESXI-6_7_0-

ESXI6_7 0-

ESXI-6_7

ESX1-6_;

ESXI-6_7_0-

Tén file

dip pptppix

test bxt

phé duyét docx

screenshot (1).jpeg

ye thiet bi 1.jpg

ye thiet bipng

doc1.docx

ye thiet bi 1.jpg

Bumg dén file tai Agent

clusersiadminidocumentszalo received files\dip ppt.ppix

clusersiadmin\desktopitestitest txt

Clusersiadminidesktopitestiphé duyét docx

cluserstadminipicturesiscreenshotslscreenshot (1).jpeg

clusersiadminidesktopigop y pmlyc thiet bi 1.jog

cluserstadminideskioplgop y pmlye thiet bipng

clusersiadminidesktopigop y pm\doc1 docx

c:luserstadminideskioplgop y pmlye thiet bi 1.jpg

Tim kiém.

Kich thwéec file Théi diém ghi nhat ky

0.00 2021-04-12 15:44:28 :
0.00 2021-04-12 15:44:23 :
0.00 2021-04-12 15:44:21 :
0.00 2021-04-12 15:44:13 :
0.00 2021-04-12 15:44:09 :
0.00 2021-04-12 15:44:05 :
0.00 2021-04-12 15:44:03 :
0.00 2021-04-12 15:43:56

Hinh 2.53: Nhat ky kiém soét truyén file qua thiét bj

Chon phong ban muén xem nhat ky

Chon khoang thoi gian mudn xem nhat ky

Chon “Nhat ky kiém soét truyén file téi thiét bi”

50 | SovarDLP v4.9.5



Nhat ky kiém soat truyén file qua wng dung

Nhat ki kiém soét truyén file qua @ng dung s& luu lai hanh vi va céc file dugc truyén qua
mg dung. D& xem nhat ky, hdy truy cap : Chang ro ri diz liéu > Nhdt ky > Kiém soét ing

dung

@1 Chdng ro i diF liéu

/ it thiét bj
& Nhat ky \

Kiém soat img dung

Nhit ky kiém soat thiét bi

Hinh 2.54: Truy cap nhat ky kiém soét truyén file qua ang dung
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Giao dién chinh

™ Nhat ky kiém soét file truyén qua trng dung

[ chon phang ban

Nhit ky kiém soat (bng dung

Lancs Digitals

Nhit Ky kiém soit file truyén qua img dung

_\M'Ml 8 2021-01-01-2021-03-13 |

Loc theo chinh sach

#  Ténphong ban

1 Kinh doanh

2 Kinh doanh

3 Kinh doanh

4 Kinh doanh

5 Kinh doanh

6  Kinh doanh

Tén ngudi ding

hoai

hoai

Titea( ) Chan

Email

hoai@iancs.vn

hoai@lancs.vn

abo@lancs.vn

abe@lancs.vn

abc@lancs.vn

abo@lancs.vn

Chophép 3

Hanh dong

Cho phep

Cho phép

Cho phép

Cho phep

Chan

Cho phep

Tén isng dung

Fizzik App.Fizzik

Fizzik App.Fizzik

Google Chrome

Chromium

Fizzik App.Fizzik

Fizzik App.Fizzik

Loai irng dung

Trinh duyét web

Trinh duyét web

Trinh duyét web

Trinh duyét web

Trinh duy&t web

Trinh duyét web

Tén file

lancs.ixt

lancs.txt

hini.txt

abes.docx

Fizzik.docx

Fizzik docx

Dwong dén file tai Agent

Caiancs.ixt

Cilancs.txt

Fo/mihi.xt

Diabes.docx

D:\Fizzik.docx

Di\Fizzik.docx

Tim kiém.

Kich thuore file Thoi diém ghi nhat ky

001 2021-03-15 09:26:20 H
0.01 2021-03-15 09:26:19 H
012 2021-02-25 16:00:00 H
001 2021-02-24 23:34:45 H
024 2021-02-22 14:23:09 3
024 2021-02-22 14:23.09 H

Hinh 2.55: Nhat ky kiém soét truyén file qua tng dung

1: Chon phong ban mudn xem nhat ky

2: Chon khoang thoi gian mudn xem nhat ky

3: Chon “Nhat ky kiém soét truyén file qua tng dung”
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Nhat ky kiém soat truyén file qua network folder

Nhat ki kiém soat truyén file qua network folder s& luu lai hanh vi va cac file duogc truyén
qua network folder. D& xem nhat ky, hdy truy cap : Chéng ro ri diz liéu > Nhat ky > Kiém

soat network folder

@ cChdng 10 1 dif liéu

rk folder

[ Kiém soat network fclda’]

Kiém soat network folder J

Hinh 2.56: Truy cap Nhat ky kiém soat truyén file qua network folder

%" Kiém soat network folder

Y Loc nhét ky

£ Chen phéng ban DKnoingthoigian  |®  2021-02-01- 2021-03-26

Hinh 2.57: Nhat ky kiém soét truyén file qua network folder

1: Chon phong ban mudn xem nhat ky
2: Chon khoang thoi gian mubn xem nhat ky

3: Chon “Nhat ky kiém soét truyén file qua network folder”
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Agent

Noi dung

> Gioai thiéu

» Quan ly Agent
> Phién ban Agent

Giéi thieu
Module nay gilip quan tri vién cé thé biét duoc tinh trang hién tai cia Agent, thiét lap cho

phép hoic chin nguoi dung cd thé g& cai dit duoc SovarDLP agent.

Ngoai ra, cac phién ban agent déu dugc tai xuéng qua day, cap nhat cac ban va.
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Quan ly Agent
Module nay gilp quan tri vién c6 thé biét duoc tinh trang hién tai cua Agent, thiét lap cho
phép hoic chin nguoi ding c6 thé g cai dat dugc SovarDLP agent, hién thi chi tiét thong

tin caa agent, thong tin nguoi diing gan véi agent

Pé truy cap vao tinh ning:

Agent > Quan ly Agent

CJ Agent

~a

= Agent h Quan ly Agent

Phong ban

Hinh 3.1: Truy cap tinh nang quan ly Agent

Giao dién chinh Quan ly Agent

= Agent

[0 Phing ban

2 Thiét lap Agent

Loe theo chinh sdch @ Titch  Oniine oM
phong ban Tén ngudri ding Email 1 Cha pl hidu b
[ e .
o« L)
«© .

Hinh 3.2: Giao dién quan ly Agent
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Cho phép go cai dat

Mac dinh, nguoi dung s€ khong duoc tu y g& cai dat khi khong dugc phép. Quan tri vién
c6 thé cho phép nguoi dung c6 thé g& cai dat bang tinh ning nay.

£ Thidt 1ap Agent

Loc theo chinh séch @ Tstca Onine | Offine Tim kigm.
#  Tenphong ban Tén nguer ding Email Tén may tinh Tal khoan mdy tinh Trangthal  Trang thal cal dat Cha phép gér cal dat Vo higu héa Agent
1 5P SP_01 5p_01@ispvietnam. com.v DESKTOP-UNAN3LA Admir Offine DA go cal diit © -
2021-04-12 10:1017
sp_02@ispuistnam.com Offin DA g&r cal di o© .
Marketing P fetnam.com. Offine Da g cal dat o© -
nul

Hinh 3.3: Cho phep go cai dat
Vo hiéu hoa Agent
Khi Agent bi v0 hiéu hoa, céac tinh nang ciia SovarDLP s¢ khong dugc thuc thi.

& Thiét Iap Agent

Loc theo chinh sach @ Tdtca ) Oniine () Offiine

Tim kiém.
#  Tenphang ban Tén nguridiing Email Ten may tinh Tai khoan méy tinh Trang thai Trang thai cai dat Cho phép g cai dat Vo higu héa Agent
1P 1SP_01 isp_01@ispvietnam.com.vn DESKTOP-UN4N3LA Admin Offline Dago cal dat ®©
2021-04-12 10:10:17
2 ISPT 1SP_02 isp_02@ispvietnam.com.vn - - Offline Da g5 cal djt © @
nul
3 ISP Marketing 1SP_03 isp_03@ispvietnam.com.vn - - Offline Dé go cal dit o© )
null

Hinh 3.4: V6 hiéu hod Agent
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Phién ban Agent
Module nay gidp quan trj vién cd thé tai xuéng hoic cap nhat ban va cho Agent
Dé truy cap vao tinh ning:

Agent > Phién ban Agent

LJ Agent

¥ Phién ban Age

B Danh séch phié -

Hinh 3.5: Truy cap phién ban Agent

Giao dién phién ban Agent

L]
@ FORCE 0O
¥ Phién ban Agent
B Danh séch phién bén Agent
Tim k
Ma Thar
phie Ngay digm
ban phat Trang  cép Tai
®  agent Mo th hanh thai nhat xubng
1.0. 202 o
04-12
10
2z 1010 0 o

£ Tl lén phin bdn agent méi 1 Xba

Hinh 3.6: Phién ban Agent
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Tdi xuong Agent

Hay tai xudng phién ban Agent vai trang théi cudi cung (Latest) dé sir dung 6n dinh nhat

3 Phién ban Agent
B Danh sach phién ban Agent
Tim kiém.
mMa Thiri
phién Ngay diém
ban phat Trang  cép Tal
# agent Mota hanh thal  nhat xuéing
1 1011  bén chudncudi 2021- 2021-
04-12 04-12
10:04:15 10:04:15 2
2 1010 aiu; [Update] Name = Safeforce Patch URL = http://safeforce.vn/storage/app/Agent_version/safeforce_1.0.1.0.msp Size = 2080768 ReleaseDate = 04/04/2021 CommandLine = /qn 2021- 2021- o
MSIRESTARTMANAGERCONTROL=Disable REBOOT=ReallySuppress ServerFileName = safeforce_1.0.1.0.msp Flags = IsPatch|NoRedetect FilePath = [APPDIR|SafeForce.exe Version = 1.0.1.0  04-05 04-05
Description = This Feature = is Enhancement = Gooooooood 09:49:44 09:49:44

[ cronvars (Y « < > > ] T ——

Hinh 3.7: Tai xuéng phién ban Agent
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